ABSTRACT Recent research on the physical layer security of wireless systems focuses on artificial noise (AN) aided security. The main metric for analysis of such systems is the secrecy capacity of the system. Most of the AN schemes proposed in recent research are based on a hypothesis that the number of transmit antennas is larger than that of the receive antennas. Under this assumption, the system can utilize all eigensubchannels, equal to the number of the receive antennas, to send secret messages. The remaining null spaces are used for transmitting AN signals. These AN signals null out at the legitimate receivers and degrade illegitimate receiver's channels. However, this strategy can significantly impair the secrecy capacity of the system if the number of transmit antennas is constrained or even smaller than the number of receive antennas. Recently, a new strategy has been proposed, where messages are encoded in s (which is a variable) strongest eigen-subchannels based on ordered eigenvalues of Wishart matrices, while AN signals are generated in remaining spaces. This paper extends this strategy to Rician channels using the complex non-central Wishart distribution. A closed form expression for secrecy capacity of such system is computed using majorization theory. Performance of a MIMO communication system in Rician fading environment is simulated and effect of the Rician factor on secrecy capacity is studied. The same approach is then extended to decode and forward relay network. Secrecy capacity of the said network is computed, and the effect of AN is studied using the same methodology.
I. INTRODUCTION
Wireless network security is becoming an important factor in modern wireless communication networks. The techniques, already being used for wired networks, can be applied to secure network, but the special characteristics of wireless systems call for innovation. The broadcast nature of wireless transmissions enables any nearby receiver to act as an intruder and can tap into the transmission. Wireless devices have more limitations on energy and bandwidth, whereas wireless networks have more dynamic topology. Such special characteristics of wireless systems can be handled by employing physical layer security techniques.
The founder of theoretical secret communication is considered to be Shannon [1] . It was later enhanced considering scenario where the legitimate receiver and the illegitimate receiver (eavesdropper) have separate channels [2] . The author showed that security of transmission can be guaranteed if the channel capacity of eavesdropper -transmitter link is less than the receiver's channel. The paper generalized the scenario considered in [3] where the eavesdropper's channel was considered to be much degraded than the receiver's channel. The notion of 'secrecy capacity' is defined as the maximum rate at which the transmitter can reliably communicate a secure message to the legitimate receiver, making sure that the eavesdropper is unable to decode the message [3] .
The concept of artificial noise (AN) was introduced by [4] . It was supposed the number of transmit antennas is larger than that of receive antennas. Under this assumption, the system can utilize all Eigen-subchannels, equal to number of receive antennas, of a MIMO system to send messages, and use remaining null spaces for transmitting AN signals. This paper also showed that the secrecy capacity of MIMO system behaves in a different manner than the MIMO capacity. Moreover, It was also concluded that the secrecy requirements drive the behavior of MIMO capacity. For example, the paper shows that the secrecy capacity does not increase monotonically with the minimum of the number of transmit and receive antennas, unlike the notable result on usual MIMO capacity [5] . Consequently, the paper stressed the need to characterize MIMO secrecy capacity. Ahmed and Bai [6] used space-time block coding (STBC) technique to increase the secrecy capacity of the system employing two antennas each at transmitter and receiver while eavesdropper was equipped with a single antenna. The authors plotted the BER of such a system and showed that STBC aided with AN can guarantee secrecy [6] .
A new technique was proposed by [7] , where the messages are encoded in s (which is a variable) strongest eigen-subchannels based on ordered eigenvalues of Wishart matrices, while AN signals are generated in remaining spaces. The authors derived the average secrecy capacity expression for the said scheme. In this scheme, authors assumed a MIMO scenario where the eavesdropper is also equipped with multiple antennas.
Lai et al. [8] combined the technique of AN with the beamforming. But this paper also showed that incase when the eavesdropper and receiver are located in the same vicinity, beamforming would fail to improve the secrecy of information. Yan and Malaney [9] proposed a new optimal locationbased beamforming (LBB) scheme for the wiretap channel. The paper assumed that both the main channel and the eavesdropper's channel are subject to Rician fading. This scheme also takes the location of the eavesdropper as an input.
In [10] the capacity of a MIMO system under the influence of Rician fading was studied. The authors assumed that perfect channel state information (CSI) is available at the receiver. The authors computed capacity closed-form expression for two cases, when the transmitter has knowledge of CSI and when it doesn't have any CSI available. New signaling scheme, which can achieve capacity using the Rician-ness of the channel, was proposed in the same paper discussed above.
The idea of using strongest eigen-subchannel for transmitting messages and sending AN signals using the remaining t − 1 spaces, where t is number of transmitter antennas was presented in [11] and [12] . The proposed scheme showed that a positive secrecy capacity is achievable without multiplexing gains. In [13] , r (number of receive antennas) eigen-subchannels were used to transmit messages and the remaining t − r null spaces for sending AN signals. This scheme significantly improves the secrecy capacity of the system by offering multiplexing gain. A closed form expression for average secrecy capacity of this scheme was derived with the help of non-ordered eigenvalues of a Wishart matrix in [14] . However, t − r is the precondition for all of these schemes to be optimal. As mentioned earlier, [7] devised a scheme that tackles this precondition by designing a better AN scheme to improve the secrecy capacity via selecting proper numbers of message-sending eigen-subchannels and AN-sending spaces.
Most of these works have supposed a Rayleigh fading environment for both receiver and eavesdropper's channel [15] . However, this assumption does not hold in many practical scenarios where both channels can experience different fading environment e.g. Rician fading. However the computation of exact capacities for a Rician channels is a challenging task and requires complex mathematical computations which is extensively analyzed in literature [16] - [19] . Guimaraes and Cavalcante [20] used majorization theory to derive the closed form ergodic capacity of spatially uncorrelated Rician channels and obtained a closed form upper bound for it. In this paper, the technique developed by [7] is used and it is further extended to the Rician fading channels using the mathematical technique used in [20] .
The relay networks have also gained a lot of attention in improving the physical layer security. Authors have studied relay networks based on the information theoretic approach [21] - [24] as well as signal processing point of view [25] - [27] . While in Wang et al. have studied two way relay networks using distributed beamforming. In this paper, the proposed AN aided security technique is also extended to a decode and forward relay network employing a single relay.
The rest of the paper is organized as follows. Section II describes the system model and transmission scheme in detail. Section III illustrates the computation of secrecy capacity of the system. Section IV and V describe the simulation results and conclusions.
II. SYSTEM MODEL
Consider a MIMO communication system consisting of a transmitter with N t transmit antennas, a legitimate receiver with N r receive antennas, and an eavesdropper with N e receive antennas, as shown in Fig. 1 . As used commonly in literature, the transmitter, receiver, and eavesdropper are denoted as Alice, Bob and Eve respectively. It is also assumed that Alice has full CSI of Bob via a broadcast feedback channel. Only channel distribution information (CDI) of Eve is known at the transmitter. The main channel will also be referred to as a legitimate link and the wiretap channel as illegitimate link in the paper. Generally, the main channel between Alice and Bob, and the wiretap channel between Alice and Eve can be defined as complex Gaussian matrices H ∈ C N r ×N t and H e ∈ C N e ×N t respectively. Here, N t >N e is assumed for secure transmission, and define m = max(N r , N t ) and n = min(N r , N t ). Each element of H e and H are Gaussian with independent real and imaginary parts each distributed as
. This is due to the fact that we are considering Rician fading channels, at both legitimate and illegitimate links.
A. CHANNEL MODEL
Both H e and H are considered to be spatially uncorrelated, thus we can write the channel matrix as [19] , [29] 
where H L is a deterministic (specular) matrix depicting the line of sight (LoS) component and H R is an i.i.d, zero mean circularly symmetric complex Gaussian and unit variance matrix ∼ CN (0,I N r ×N t ). The entries, a and b are power FIGURE 1. Detailed illustration of MIMO system under consideration [7] .
normalization coeffiecients depending upon the Rician factor. In this paper two models are considered, as were supposed in [30] , for Model A, a = √ κ/(κ + 1) and b= 1/(κ + 1), where κ is the Rician factor, and for Model B, a = √ κ and b = 1. In the case of Model A, a 2 + b = 1 and hence, the SNR per receive antenna is independent of κ. For Model B, the SNR per receive antenna depends on κ as a 2 + b = (1 + κ). As both the legitimate link and the illegitimate link are experiencing Rician fading so same applies to both H e and H.
As mentioned earlier, it is assumed the elements of this channel matrix H are independent to each other. So, the elements (H) r,t of H are i.i.d complex Gaussian random variables(H) r,t ∼ CN ( 2 ), for r = 1, 2, · · · N r and t = 1, 2, · · · N t , and the distribution of the magnitude of elements of H has the following Rician probability density function (pdf):
where I 0 is the modified Bessel function of the first kind and the Rician factor κ is defined as
With the above suppositions H is now a complex normally distributed matrix, denoted as (H) r,t ∼CN (M, I N t ), for the assumed model M and are defined as
where ψ denotes the N r × N t matrix of all ones.
W is a n × n square matrix. The matrix W follows the complex non-central Wishart distribution with m degrees of freedom, covariance matrix and matrix of noncentrality parameters = −1 M H M. The pdf of W∼W n (m, , ) can be written as
Where 0 F 1 m; ; −1 W is complex Bessel hypergeometrical function and n (m) is the complex multivariate gamma function, both are as defined in [10] . Considering even distribution of power among all transmit antennas, we can write the ergodic MIMO channel capacity as
The same expression applies to both transmitter-receiver link and transmitter-eavesdropper link.
B. TRANSMISSION METHODOLOGY
Liu et al. [7] considered s (s ≤ N t ) message-sending eigensubchannels, which are selected by transmitter, based on the channel state information feedback from Bob. The sequence of operations at the transmitter can be summarized as follows: 1) Singular value decomposition (SVD) of H † H∈C N t ×N t in a pre-processor. 
The received signal at the legitimate receiver and eavesdropper can be written as, respectively y = HBw + HZv + n (12) y e = H e Bw + H e Zv + n e (13) Both w and v are circularly symmetric complex Gaussian vectors with zero mean and covariance matrices as (P/N t )I s and (P/N t )I d , respectively. For simplicity, the total power P is distributed evenly to each antenna. Khalighi et al. [15] have shown that even power distribution results in channel capacity approximate to optimal power allocation. n and n e are additive white Gaussian noise vectors with covariance matrices I r and I e respectively.
The AN component HZv is nulled out at the legitimate receiver, while at the eavesdropper this AN creates additional component in the received signal hence degrading its channel. Resulting in lower capacity of illegitimate link. The process done at the legitimate receiver to eliminate AN can be written as
where we can write (HB) † HZ as
While the term involving the message signal can be written as
So we can write the equation of the received signal as
where n = (HB) † n ∈ C s×1 is an AWGN vector with distribu- tion CN (0, s ) . s ∈R N t ×N t is a diagonal matrix containing first s eigenvalues of H † H. This matrix of eigen-values is fixed and will not affect the channel capacity. At the eavesdropper, the channel will be degraded regardless of channel knowledge at it because (HB)
† H e Z = 0 (24) (H e B) † H e Z = 0 (25)
III. SECRECY CAPACITY OF THE SYSTEM
In the MIMO wiretap channel model, when the receiver and eavesdropper have perfect knowledge of their respective channels, the instantaneous secrecy capacity in terms of mutual information is given by
where the maximization is taken over all input distributions of p (w)and p(v). Considering both w and v as circularly symmetric complex Gaussian vectors, the instantaneous secrecy capacity can be expressed as
where C m is the capacity of main channel and C w is the capacity of wiretap channel defined as follows.
where
According to [7, Th. 2] , considering both w and v as circularly symmetric complex Gaussian vectors, the average secrecy capacity can be defined as
To compute the exact secrecy capacity expression, for the case when s ≥ min (N t , N r ), given CSI matrix H and CDI matrix H e , the average secrecy capacity is given bỹ
Using [7, Th. 3 ] the average secrecy capacity can be written as
The average secrecy capacity expression is not in the closed form. We can write the C [A, (P/N t )] for any A ∈ C α×β , and n= min(α,β), m= max(α,β)
The following approximations were given in [7] log 2 (1+v)
where e is the Euler's number. Apart from the equation mentioned above, majorization theory will also be used to simplify the equation (33) .
A. MAJORIZATION THEORY
The fundamentals of majorization theory can be found in [31] , while [32] studied some problems in wireless communication using it. The relevant elements of this theory will be discussed in this section. Let x, y ∈ R n , where x = (x 1 , x 2 , · · · , x n ) and y = (y 1 , y 2 , · · · , y n ), then x is majorized by y if the rearrangement of the components of x and y such that x [1] ≥x [2] · · · ≥x [n] , y [1] ≥y [2] 
, where 1≤k≤ (n − 1) and
. It is denoted by x≺y. The function φ (.) is called Schur-convex if x≺y implies φ (x) ≤ φ (y) any such function φ (.) is called Schur-concave, if −φ is Schur-convex.
Consider a real valued function φ (.) on R n . If function g : R → R is concave, then φ (.) defined by the following equation is Schur-concave [31] .
If A ∈ C nxn is a Hermitian Matrix then
where l (A) represents the diagonal elements of A.
B. SECRECY CAPACITY UPPER BOUND
Using the methodology adopted by [20] , consider the vectors
where λ (W) and l (W) are the eigenvalues and diagonal elements of matrix W. As W is a Hermitian matrix, then according to [31] ,
where ≺ is the Majorization relation. The real-valued function φ : R p →R can be defined as
Suppose log 2 (1+ (P/N t ) x i ) with (P/N t ) >0, is the realvalued concave function, hence the φ (x) is Schur-concave and
Applying expectation in equation (41),
Therefore, the capacity can be written as
where (43) is obtained using the Jensen's inequality. As W is defined in equation (6) 
Using (34) and (44), the equation (32) can be written as
Expanding each term in equation (32)
where y= min(N e , d), and z= max(N e , d) and
For high SNR region, the average secrecy capacity can be approximately written as
Similarly for Model A [30] , where a = √ κ/(κ + 1) and b= 1/(κ + 1),C H s can be written as
where τ = (κ + 1) 2 /(κ 2 + 1). Equations (49) and (50) are the closed form secrecy capacity expressions for the system discussed in the previous section. 
IV. SECRECY CAPACITY IN A RELAY NETWORK
Consider a half-duplex relay network comprising a single relay, a transmitter, a receiver and an eavesdropper as shown in Fig. 2 . The transmitter and receiver have no direct link i.e the communication is taking place via the relay. It is also assumed that eavesdropper can only affect the relay to legitimate receiver's communication. The transmission takes place in two phases. During the first phase, Alice sends the message to the relay. The received signal at the relay can be written as
The relay receives the message and under the assumption that relay knows the Alice-Relay and Relay-Bob channels, it decodes the received signal from the transmitter. The relay then adopts the same methodology as described in section II, the only difference here is the relay uses the channel matrix H b i.e. the channel between Relay and Bob. It then performs the SVD, generates message pre-coding matrix and AN precoding matrix. It should be noted that the same procedure is applied here at relay that was being performed at the transmitter in section II. This is more useful in scenarios where transmitter and receiver are mobile stations and have computational and power limitations. The relay can be a base station or a fixed station with less computational and power constraints.
In the next phase, the relay amplifies the signal and transmits it. The transmitted signal can be written as
where β 1 and β 2 are the amplification factors for the message part and AN part of the transmitted signal respectively. These factors can be defined as [33] 
where ϕ is the signal to artificial noise ratio which ranges from 0 to 1 and P is transmit power of the relay. From here onward, N t is the number of relay transmit antennas. Now the received signal at Bob and Eavesdropper can be written as
The receiver follows the same procedure as mentioned in section II to eliminate the AN component from the signal and recover the message. While the AN component and the amplification factor β effects the channel capacity of the eavesdropper's link. So the secrecy capacity of the system is affected. The channel capacity of main link and the wiretap channel can be written as
whereH 1 = H b B, H 2 = H e B and H 3 = H e Z. It can be noticed that these capacities are almost same as computed in section 3 because the same process is adopted by the relay. The factor β is the only change performed at the relay which will eventually affect the capacity. By using this methodology we can write equation (56) as
The equation (57) can be expanded as
, using (34) and the identity log 2 |X | = Tr log 2 (X ) the term containing X can be written as E log 2 (|X |)
which can be approximated as
where y, z, N e and s are as defined in section III. The average secrecy capacity can be written as
where E log 2 (|X |) is defined in (61), while the other terms on right hand side of the above equation are defined as 
V. SIMULATION RESULTS
To investigate the secrecy capacity of the system described in previous sections, simulations are carried out in Matlab . Secrecy capacity was computed for different values of SNR. As the expression of secrecy capacity is computed for high SNR regions, the secrecy capacity is simulated accordingly. Fig. 3 shows the average secrecy capacity of a system with multiple antennas transmitter, receiver, and an eavesdropper. As mentioned in previous sections, the channel between the transmitter-receiver and transmitter-eavesdropper is considered to be a Rician channel. Eavesdropper is a passive device and hence has no effect on the channel as it is not transmitting. We have considered the high SNR scenario and plotted the results for the case t : r = 2, and s = r . We have simulated for different number of transmit antennas as shown in the legend of Fig. 3 . Equal power is considered at each transmit antenna, and perfect CSI is assumed at the receiver. These curves are plotted considering the Rician factor as 10. As it can be seen from the figure the secrecy capacity is increasing almost logarithmically with SNR. Both links are experiencing Rician fading, but due to the effect of AN, the capacity of legitimate link is more than that of illegitimate link resulting in increasing secrecy capacity. Fig. 4 shows the curves of average secrecy capacity plotted against Rician factor. In this simulation different MIMO scenarios are considered as mentioned in the figure. As mentioned earlier, two power normalization models were considered, which are common in literature. For Model A, a = √ κ/(κ + 1) and b= 1/(κ + 1), while for Model B, a = √ κ and b= 1 is considered. For model A, it can be noticed that all the system mutual information plots decrease monotonically as the Rician factor increases. This is a result of a fixed SNR value. In fact, reduction in the level of scattering adversely affects the MIMO system, which decreases as k increases. The average secrecy capacity is decreasing with increasing Rician factor this is because of the fact that the channel capacity of the legitimate link is decreasing. Hence the eavesdropper's channel capacity is increasing resulting in reduced average secrecy capacity. For model B, the opposite occurs. The average secrecy capacity of the system is increasing with an increase in κ. These results are in accordance with the conclusions made in [30] . Fig. 5 shows the change in average secrecy capacity of the system with an increase in number of eavesdropper's antennas. It can be seen that if adequate number of transmit antennas are considered i.e. t : r = 3 and e = r, the average secrecy capacity increases with an increase in e. This is due to a high number of transmit antennas and effect of AN. In a case where number of transmit antennas are smaller than number of receive antennas i.e. t : r = 0.5 and e = t − 1, the system is still able to maintain positive secrecy capacity as it converges to a deterministic constant. These results are also in accordance with the conclusions made in [7] , while considering the Rayleigh fading environment.
Moreover, the effect of the change in a ratio of transmit antennas to receive antenna on secrecy capacity of the system investigated. Fig. 6 shows that if the number of transmit antennas is smaller than number of receive antennas, still the system is able to maintain secrecy with optimal selection of s. Three cases were simulated i.e. t; r; e = 3; 6; 2, 5; 3; 8 and 6; 3; 2. It can be seen that even with t : r = 0.5, the system is able to maintain secrecy which is even increasing with increase in SNR. Fig. 7 shows the secrecy capacity plotted against transmit power P of the relay with a different number of antennas. The signal to artificial noise ratio is fixed at 0.5, the power of the transmitter is set at 20dB and perfect CSI is assumed at the relay node. The power normalization Model B was considered in this simulation. It can be seen that secrecy capacity is increasing almost similar to the scenario without relay, except at higher SNR. At higher SNR the secrecy capacity is increasing in a different way as compared to Fig. 3 , it is due to the amplification factor β added by the relay node. Fig. 8 shows the plot of average secrecy capacity against the relay transmit power and signal to artificial noise ratio. In this simulation it is assumed that transmitter power is 20dB. It can be seen that as the secrecy capacity is increasing with increase power only when a suitable SANR is selected. The AN is main source of degrading the eavesdropper's channel so a reasonable power must be allocated to it.
VI. CONCLUSION
In this paper, the recently proposed strategy, where messages are encoded in s (which is a variable) strongest eigen-subchannels based on ordered eigenvalues of Wishart matrices, while AN signals are generated in remaining spaces, has been extended to Rician channels. Both legitimate link and the illegitimate link were experiencing Rician fading. A closed form expression for the upper bound secrecy capacity of the system was computed using majorization theory. Monte Carlo simulations were carried out to show the performance of the system in terms of average secrecy capacity. The main contribution of this paper is a simple closed form expression for the secrecy capacity MIMO Rician channels obtained using majorization theory. Optimal selection of number of message sending eigenvalues can greatly increase the secrecy capacity of the system. The system can perform well even without knowledge of eavesdropper's channel and number of its antennas. The effect of the Rician factor was also studied and simulation was done to show its effect on the average secrecy capacity of the system. The same system was extended to single relay network and the same processing was done at the relay which allows the source to be a less complex system. Such a system is feasible as the relay can be fixed with less computational and power constraints. Secrecy capacity expression for such a system was computed and simulations were carried out. It was shown that with AN and amplification at the relay node, secrecy capacity of the system can be increased.
